
DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

The Facility Clearance 
Process

UNCLASSIFIED



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

• Purpose
• Entity Vetting Process
• General Overview of the FCL Lifecycle workflow
• Most Common Business Structures
• Required Documents
• FCL Package Review
• Questions
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• The Entity Vetting (EV) aims to better serve customers by providing tailored information 
to increase the quality of sponsorships, as well as facility clearance packages.

• EV receives nearly 2300 sponsorships a year.  
• 50% of sponsorships are rejected.

• EV Issues approximately 1200 FCLs a year.
• Average rejection rate of FCL packages is over 70%

• This briefing provides detailed information regarding the items necessary for a complete 
and acceptable FCL package.

• Business Structure considerations
• Required documents
• KMP considerations
• Ownership/Control
• Required forms

Purpose
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Continuous Monitoring  

• Contractor submitted changes or information
• Review news and reporting
• Automated data feeds

• QA performed

Analysis 

• Assess risk indicators for business 
vulnerabilities & contractor conduct

• Assess risk indicators for threats

Determine Mitigation 

• Review relevant assessments
• Develop Risk Mitigation Strategy

Oversight  

• Conduct field/HQ oversight 
& security reviews 

• Provide continuous engagement, 
support & outreach

Stages
Review & Triage

Analysis
Determine Mitigation
Implement Mitigation

Oversight
CM

Review & Triage 

• Review sponsorship for legitimate need to access classified
• Review contractor submitted package for completeness

• Initial identification of risk indicators w/referrals
• Initiate key management clearances necessary

Implement Mitigation  

• Execute interim measures, if necessary
• Negotiate terms with contractor, as required
• Execute governance and operational mitigations
• Ensure entity eligibility requirements are met 

E N T I T Y  E L I G I B I L I T Y  
D E T E R M I N A T I O N  ( A D J U D I C A T E )

G O V E R N M E N T  C O N T R A C T I N G  
A C T I V I T Y  O R  C L E A R E D  

C O N T R A C T O R  S P O N S O R S
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• Governing Document – Operating Agreement
• Management Varies

• Member Managed
• Ownership/Control are linked
• Members have control (Can be person or another 

company)
• Typically a smaller business structure/Company
• Majority Member Will be the SMO due to Control

• Manager Managed
• Ownership/Control are separate
• Mangers have control
• Often found with Joint Ventures, Larger Organizations, Or 

in Tiered business structures. 
• Manager will be the SMO due to Control

6
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• Governing Document - Bylaws
• Owned by Shareholders

• Management is controlled by Board and Officers
• A corporation’s business and affairs are managed by or under the 

direction of its board of directors.
• The officers of a corporation are the agents through which the 

board of directors acts.

• SMO is typically the CEO/President
• Other individuals requiring a clearance:
• Chairman of the Board (DoDM 5220.32 Vol 1 4.8c.(2))
• Majority of Directors if no Chair is appointed.

7
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8

• DCSA Requires the following documentation for KMPs
• FSO Appointment Letter
• ITPSO Appointment Letter

• If no clearance is held – KMP must submit citizenship 
verification (Must be a U.S. citizen)

• Individuals who are key managers (Directors) may be 
excluded using an Exclusion Resolution.

• Meeting minutes or other documentation covering 
relevant changes to submitted documentation (address 
change, name change etc.)

Documentation
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FCL Package Review

• Review and triage 
begins

• Documents/notes 
reviewed

• Research 
Conducted

• Additional 
Questions asked

• Documents required will be driven by business structure
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Required Documents Based on Business Structure

• Business structure drives 
the FCL package 
composition.

• Parent Companies will 
need to submit 
ownership/control 
information.

• KMP will change based on 
business structure as well 
as governance 
documents.
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Organization Chart

• An accurate and 
complete Org chart is 
essential for timely 
processing

• Visual depiction of what 
governance/ownership 
documents tell the 
analyst

• Legend is critical for 
complex business 
structures
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Governance Documents

Governance documents 
provide:

• Control - whether 
exercised or not

• Essential KMP
• Managers, Directors, 

Officers

• Powers/Authorities

• May indicate additional 
Entities/companies that 
need to be cleared w/FCL
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Meeting Minutes - Accounting for Changes

Changes must be accounted for if 
submitted documents are not up to 
date.

Examples:
• Name
• Address
• Officer Positions/Changes

• Changes can be Amendments or 
Meeting Min.
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SF-328 Certificate Pertaining to Foreign Interests

• Accurate and complete SF-328 is 
essential for timely processing.

• SF-328 is required from In-Process 
Company, and Ultimate Parent if 
one exists.

• Complete responses must be 
submitted for any affirmative 
response.
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Ownership

• Full ownership (100%) must be documented

• Must be consistent with other submitted documentation

• Citizenship/domicile information should be provided along with ownership

UNCLASSIFIED

UNCLASSIFIED



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

• Parent Companies must submit the following:
• Governance Documents (Operating Agreement/Bylaws etc.)

• Defines control of the facility
• KMP List w/citizenship information (Documentation such as passport not 

required)
• Ownership Information (Stock Ledger, Capitalization Tables, Operating 

Agreement etc.)
• Exclusion Resolutions
• Consolidated SF-328

•When in doubt, contact the DCSA or the EV personnel handling 
your case

 
• Helpdesk - 888-282-7682 (Option 3) / dcsa.fcb@mail.mil

Parent Companies
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FCL Orientation Handbook - Attachments

Embedded Attachments
• Job Aids

• NISS/NCAISS account

• SF-328 Instructions

• KMP list assistance

• Sample Org Chart
• Simple/Complex

• FCL Package 
Submission
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• FCL Process Orientation Videos
• https://www.dcsa.mil/Industrial-Security/Entity-Vetting-Facility-Clearances-FOCI/
• FCL Orientation Handbook 

VISIT WWW.DCSA.MIL

• DCSA EV Knowledge Center
• 888-282-7682, Option 3
• EMAIL: DCSA.FCB@MAIL.MIL

CONTACT ENTITY 
VETTING

• www.CDSE.edu
• Free training and resources
• Facility Security Officer toolkit

DCSA Center for 
Development of 

Security Excellence 
(CDSE)

• DoDM 5220.32 Vol 1
• 32 CFR Part 117 NISPOM
• Other references depending on the contract or security requirements

POLICY
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