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Disclaimer: Informational only, not legal advice. Contract language and the Government’s CUI determinations control.

1) 30-Second Level Decision

• FCI only (no CUI in your systems) → usually Level 1.

• Any CUI in your non-federal systems → likely Level 2.

• Not sure whether it’s CUI? Treat it as possible CUI until confirmed.

• Contract / prime flow down controls the requirement even if your internal guess 

differs.

2) Confirm These Triggers

• Contract language: references CUI, NIST SP 800-171, or a CMMC level.

• DFARS / flowdown: cybersecurity clause makes compliance a condition of award.

• Deliverables: drawings/specs, test data, vuln/incident data, engineering artifacts.

• CUI markings or distribution statements on documents—or prime says “this is 

CUI.”

• CUI in shared tools: email, Teams/SharePoint, file shares, ticketing, repos.

3) Scope Tripwires (Avoid Over-Scoping)

• Shared admin tooling (RMM, domain admin, backup consoles) can pull systems into 

scope.

• Shared identities (same accounts/groups for corp + CUI work) expand scope fast.

• Backups & archives that contain in-scope data are in scope.

• Remote access paths (VPN/ZTNA) to in-scope systems must be controlled and 

evidenced.

• Data sprawl (CUI in personal drives, uncontrolled shares, unmanaged devices) 

increases cost/time.

4) Common Edge Cases (Plain-English)

• Cloud/SaaS: still in scope if it stores/processes CUI—collect tenant configs and logs.

• MSP/MSSP: shared responsibility—your governance + their tickets/reports = 

evidence.

• Enclave: scope reduction is allowed if segregation is real (access + admin + data 

flows).

• Primes vs subs: primes can flow down stricter requirements—get it in writing.

• Dev/test: if it touches CUI (or shares identity/admin), it may be in scope.

5) Evidence Themes (What Gets Verified)

• Policy (what you say you do) + Procedure (how you do it).

• Implementation proof: settings, exports, configs (MFA, access, logging, encryption).

• Operational proof: tickets, change records, vuln scans, patch cadence, alerts.

• People proof: training, role assignments, access approvals, periodic reviews.

• Assessment reality: objective evidence = documents, screenshots/exports, logs, 

observation, interviews.

6) Next 3 Actions (Pick Your Track)

• If Level 1 likely: document FCI flow → lock down access/MFA → build an evidence 

folder.

• If Level 2 likely: define scope/enclave → draft SSP + POA&M → execute a 60–90 day 

readiness plan.

• Regardless: centralize where CUI is allowed to live; confirm data type/level with your 

prime/CO.

• Sustain: change control + access reviews + supplier oversight + log review.

CMMC Level 1 → Level 2 Decision Smart Card
Decide your likely level • Confirm the triggers • Keep scope from exploding
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